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As a data driven financial institution with a focus on machine intelligence, Nationwide 
recognizes the potential of insights in sensitive and restricted data and has launched 
multiple workstreams to explore new technologies in this field, one of which is   

Confidential Computing. A Know Your Customer (KYC) proof of concept built on Intel® 
Software Guard Extensions (Intel® SGX) was developed that allowed encrypted datasets 
to be decrypted safely inside of an enclave. Intel® SGX was quick and responsive, while 

data was fully encrypted to maintain confidentiality of the ‘shared’ datasets. During 
testing, it was shown that partners were able to inspect the various functions inside the 
SGX enclave and confirm access was properly protected – but that the raw data itself 

remained encrypted and inaccessible to other partners sharing information via the platform.

https://www.intel.com/content/www/us/en/products/details/processors/xeon/scalable.html
https://www.intel.com/content/www/us/en/products/details/processors/xeon/e.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
https://www.intel.com/content/www/us/en/customer-spotlight/stories/nationwide-building-society-customer-story.html
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